Introduction
The emergence of computers and internet has affected our societies in a great manner. The huge advancements in these fields have led to what we call the revolution of information. As a consequent of this revolution, there exist tremendous amount of information that need to be exchanged everyday securely. In order to achieve the information security, a set of techniques have been developed such as cryptography and steganography. The subtle difference between cryptography and steganography is that the aim of cryptography is to make the content of the message looks like rubbish while the aim of steganography is to hide the existence of the message itself [1] . Therefore, steganography is more effective than cryptography in achieving the information security. Steganography means hiding information in a certain way such that it cannot be detected in a cover media file. The cover media can be video, voice, image, etc. [2] . Unfortunately, the steganography can be misused by malicious hackers and intruders for passing a message which can cause catastrophic situations. So, sometimes, it is necessary to detect the stego file to prevent such situations. But because of the huge amount of information, it is impossible to achieve that manually. 99
Therefore, there was a necessity to develop techniques which capable to discover the existence of steganography. Later, these techniques called steganalysis techniques [3] .
On the contrary, the steganalysis is the science which concerned with the detection of the existence of steganography in a certain media file [4] . In this paper, we are interested in a special kind of steganalysis techniques where the cover media file is an image. This type is called image steganalysis. Generally, image steganalysis can be categorized into two types: specific and generic. Specific steganalysis approach is being developed to detect the steganography made by a certain steganography technique. On the other side, the generic steganalysis approach is being developed to detect the hidden information regardless the used steganography technique [5] . Also, Steganalysis methods can be classified into two types according to the method of detecting hidden messages: Statistical steganalysis (in spatial domain or transform domain) and feature based steganalysis [6] . In this paper, we have proposed a specific image steganalysis technique with main objective is to detect the existence of steganography made by the least significant bit (LSB) technique in a certain image. The main phases of the proposed system are: feature extraction, feature reduction, classification. The details of each phase are introduced later in the following section.
The rest of this paper is organized as follows: section 2 explores some previous efforts. After that, Section 3 provides the necessary background concepts to understand the proposed work. Then, the proposed system is introduced in Section 4 followed by the experimental results in section 5. Finally, the paper is concluded with the conclusion and future work in section 6.
Related Work
During the last decade, steganalysis has been received a lot of attention from many researchers. This section covers some of the efforts which have been done in this important research area. In [7] , a steganalysis technique has been proposed image steganalysis. The salient extracted features are the GLCM matrix in spatial domain. They considered many combinations of the diagonal elements of gray level cooccurrence matrix as features that used this feature to distinguish between stego and non stego image. For classification, they have used the Euclidean distance and Absolute distance to make their decision. Also, in [8] , they have proposed a new method for detection hidden data for image setganalysis based on using neural network technique , that used Redial Based Neural Network (RBNN) for distinguishing normal from stego image. They extracted statistical feature from Karhunen-Loeve (KL) transform coefficient obtained from co-occurrence matrix. Another steganalysis technique has been proposed in [9] called Visual Pixel Detection (VPD). Their method used for image steganalysis. The experimental results have shown that the proposed work gives a better performance than many well-known steganalysis techniques.
In [10] , they have proposed a steganalysis technique which based on Spatial Gray Level Dependence Method (SGLDM) for texture analysis. For the classification process, the proposed method employed a back propagation (BP) neural network which trained using the texture related statistics extracted to discriminate between the stego and normal images. Also, the researchers in [11] have proposed a new method for steganalysis of gray image. Their proposed method used GLCM in addition to high order statistics in Discrete Wavelet Transform (DWT) coefficient as salient features. In the classification stage, they have used a Support Vector Machine (SVM) classifier. In [12] , they proposed a steganalysis technique to detect the steganography made by LSB steganography algorithm. They used GLCM as distinguishing features. For the classification process, they employed a Multi-Layer Perceptron (MLP) neural network. In 100 [13] , they have proposed method for detection hidden data based on feature extraction from Markov, histogram and Co-occurrence from wavelet domain and compared with existing farid 72 DWT features. For hide data in image it was used tow algorithms nsF5 and outguess. At last used BP classifier for distinguish between stego and normal image. Finally, in [14] , they have proposed method for stego analysis based on feature extraction as Markov features, calibrated, and combined features of modified Discrete Cosine Transform (DCT). Then, they used (SVM) and (MLP) classifiers for image classification into two groups (normal and stego).
Background
This section provides the necessary knowledge and explains the needed concepts required to understand the proposed method. Starting with the GLCM features followed by the feature reduction method PCA then concluded with a brief description for different classification methods which have been used in the proposed work.
Grey-Level Co-occurrence Matrix (GLCM) Features
The GLCM is a robust way in statistical images analysis. It's used to evaluation of images features regarding to second-order statistics, by looking at the link between two neighboring pixels in one offset as the second order texture. By default, the GLCM is obtained by computing how many times a pixel with a gray level i exist horizontally adjacent to a pixel with a gray level j. The first pixel is named reference pixel while the second pixel is named neighbor pixel. However, we can determine other pixel spatial relationships by using different values for the 'offset' parameter. The default case is obtained by offset value equal to [0 1] where the first value represents the number of rows between the reference pixel and the neighbor pixel while the second value represents the number of columns between the reference pixel and the neighbor pixel. GLCM is usually defined as a two-dimensional matrix of joint probabilities between pairs of pixels [15] . 
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Back-Propagation Neural Network
Back-propagation (BP) algorithm is a supervised training algorithm that is widely used by developers that working in artificial neural network. Error correction can be considered the essence of the learning algorithm. BP algorithm, mainly, consists of two phases: a forward phase and a backward phase [17] . The BP algorithm is usually be used for training multi-layer neural network which consists of one input layer, one or more hidden layer, and one output layer. We used (BP) algorithm for distinguishing normal from stego image.
The Proposed System
We have proposed a specific image steganalysis technique with main objective is to detect the existence of steganography made by the Least Significant Bit (LSB) technique in a certain image. A detailed block diagram of the proposed method is shown in Figure 1 . 
Feature Extraction
This stage is the most important one in our system because the accuracy of the classification process depends on the quality of the extracted features. It takes the input images (gray image) and returns the GLCM. Then, the GLCM is analyzed by computing 18 statistical values which represent the extracted features. In our work, we have tried different offset values in computing the GLCM matrix. However, the best classification accuracy has been obtained with offset values [2 0] and [2 0, 0 2] which we will refer to as offset 1 and offset 2 respectively in the rest of the paper.
Training the Classifier
In this work, BP trained supervised classifiers were used. During training phase, a set of labeled examples (input, target) are used where the input are the feature or the reduced features while the target or the desired output is normal or stego image. The performance of the different classifiers is measured during a test phase as shown later in section 5.
Experimental Results and Analysis
Two different experiments have been conducted to evaluate the performance of the classifiers. The first one used offsetl features while the second one used offset 2 features. Results are shown in table 2. Finally, Table 3 shows comparisons between the proposed methods and the methods, which have been proposed in [10] , and [19] . Table 3 , We note the number of features that used in [10] and [19] is 5,6 features respectively, but we used in the proposed approach 18 features , Resulting the accuracy is increased to 98.4 % and that gives a high ability to the proposed approach to distinguish between stego or clean image.
Conclusion
This paper introduces a specific image steganalysis technique with main objective is to detect the existence of steganography made by the least significant bit (LSB) technique in a certain image. The proposed method extracts eighteen of the gray level co-occurrence matrix (GLCM) features which capable to distinguish a stego image from a non-stego one. The classification phase, BP classifier has been used. Experimental results show that the proposed approach give better accuracy results when compared with other work.
